Transformation of Uzbekistan’s energy sector: development of scada systems, challenges and prospects for automation and digitalization
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Abstract. This article presents an analysis of the processes of digital transformation in the electric power sector of Uzbekistan, with particular attention to the development and implementation of Supervisory Control and Data Acquisition (SCADA) systems [1]. The importance of automation and real-time monitoring for ensuring stability and efficiency of power systems is highlighted. The study examines the main challenges associated with the integration of SCADA technologies—technological gaps, limited human resources, regulatory and financial constraints—and evaluates the results of pilot projects implemented within the framework of the Digital Uzbekistan 2030 program [3,4,5]. Based on analytical and practical data, recommendations are presented for improving the efficiency of SCADA systems, their integration into a unified energy infrastructure, and strengthening the technological sustainability of the sector.
INTRODUCTION
In recent years, Uzbekistan has intensified efforts to modernize its electric power infrastructure, placing special emphasis on the introduction of SCADA/EMS technologies as part of the national digitalization agenda [4]. In 2023, the Ministry of Energy and JSC “National Electric Grid of Uzbekistan” (NEGU), with support from the Asian Development Bank (ADB) and the World Bank, launched SCADA/EMS/RTU pilot projects at substations of 110–500 kV in the Tashkent and Navoi regions. The pilot stage includes modernization of more than 100 substations and construction of over 3,000 km of fiber-optic communication lines to integrate power facilities into a unified dispatching system [1]. Implementation of SCADA elements at production sites, such as the Turtkul and Navoi thermal power plants, has already demonstrated increased monitoring efficiency and improved transparency of technological processes [2]. These initiatives lay the foundation for large-scale integration of automated control systems into the national energy network until 2026 in accordance with the Digital Uzbekistan 2030 strategy [1]. Modernization of transmission networks, expansion of control centers, and introduction of intelligent software complexes determine the strategic direction of the development of Uzbekistan's electric power sector.
EXPERIMENTAL RESEARCH / ANALYTICAL FRAMEWORK
A significant stage in the modernization of the industry was the adoption of regulatory acts defining strategic priorities for reforming the energy system [4]:


Table 1. Regulatory basis for digitalization.
	№
	Document
	Date
	Issuing authority
	Description

	1
	PU-166
	28.09.2023
	President of Uzbekistan
	On measures for the next stage of energy sector reform

	2
	PP-39
	03.02.2025
	President of Uzbekistan
	On regulation of electricity procurement

	3
	PP-145
	21.04.2025
	Cabinet of Ministers
	On privatization of large enterprises with state participation



Digitalization directions

TABLE 2. Digital transformation projects of NEGU within 2022–2026
	Direction
	Project goal
	Duration
	Financing
	Cost (million USD)
	Expected results

	SCADA
	Implementation of a centralized Automated Dispatch Control System for transmission networks
	2022–2026
	World Bank
	125.0
	Reduction of emergency outages; improved reliability; real-time control and optimization of grid operation

	ERP
	Creation of an integrated resource and asset management system
	2022–2026
	World Bank
	69.6
	Unified accounting; increased transparency; reduction of operational costs; improved financial planning


RESEARCH RESULTS
Historical development of SCADA systems in Uzbekistan. The first SCADA elements appeared in dispatching centers, enabling centralized operation of transmission networks. Gradually, manual monitoring was replaced by automated data collection and visualization tools. However, legacy equipment and fragmented communication channels limited the effectiveness of early SCADA systems [2]. Research by Kamaev and others shows that modernization efforts were constrained by low interoperability between old and new technologies, insufficient personnel training, and lack of unified regulatory requirements.
Current challenges of SCADA integration. Analysis of implemented pilots and national energy projects identified several structural obstacles:
1. Technological incompatibility.
Many substations operate on outdated platforms, complicating integration with modern SCADA and requiring costly hybrid modernization solutions.
2. Human-resource constraints.
Lack of qualified specialists in SCADA operation, cybersecurity, and data analysis limits functional capabilities.
3. Regulatory and organizational barriers.
Existing norms do not fully cover requirements for digital protection, integration of renewable energy, and real-time data exchange between producers and consumers.
4. Financial limitations
Large-scale SCADA deployment requires consistent investment and long-term support programs.
Operational effects of implemented SCADA solutions
A case study from Tashkent showed that the introduction of SCADA at a major distribution node reduced technical losses by approximately 15% in two years due to:[7]
· automated load balancing,
· faster emergency detection,
· improved communication between substations.
Another example is a natural gas processing plant where predictive maintenance using SCADA increased equipment uptime by more than 20%. These cases confirm that SCADA significantly improves operational efficiency, reliability, and economic sustainability. The further development of SCADA systems in Uzbekistan’s electric power sector should be considered not only as a technological upgrade, but also as a systemic transformation affecting operational management, institutional coordination, and long-term strategic planning. International experience demonstrates that the effectiveness of SCADA implementation significantly increases when it is embedded within a broader digital ecosystem that includes Energy Management Systems (EMS), Advanced Distribution Management Systems (ADMS), Geographic Information Systems (GIS), and Market Management Systems (MMS). One of the key prospects for the next stage of automation in Uzbekistan is the transition from classical SCADA architectures to intelligent, data-driven platforms based on Industrial Internet of Things (IIoT) technologies and cloud-based solutions.
 Such an approach enables scalable data acquisition from geographically dispersed assets, real-time analytics, and the application of artificial intelligence algorithms for forecasting demand, detecting anomalies, and optimizing dispatch decisions. In the context of growing integration of renewable energy sources—solar and wind power plants in particular—SCADA systems must evolve to support flexible grid operation, fast response to variability, and decentralized control mechanisms. Cybersecurity represents another critical dimension of future SCADA development. As the level of digital connectivity increases, power systems become more vulnerable to cyber threats. Therefore, the introduction of standardized cybersecurity frameworks, including role-based access control, encryption of data channels, intrusion detection systems, and continuous security auditing, is an essential prerequisite for sustainable digitalization. The development of national regulations aligned with international standards such as IEC 62351 and ISO/IEC 27001 will enhance trust in digital control systems and ensure resilience of critical energy infrastructure. From an organizational perspective, the success of SCADA deployment depends on the coordination between generation companies, transmission system operators, distribution networks, and regulatory authorities. 
The creation of a unified information space with standardized data models and communication protocols will facilitate interoperability and reduce duplication of digital solutions. In this regard, the role of NEGU as a central coordinator of dispatching and data exchange is of strategic importance. Human capital development remains a decisive factor. The transition to advanced SCADA and EMS platforms requires not only technical operators, but also system analysts, cybersecurity specialists, and data engineers capable of interpreting large volumes of operational data. Cooperation between universities, research institutes, and energy companies should be intensified to develop specialized educational programs, certification courses, and applied research projects focused on digital energy technologies. In the medium and long term, the integration of SCADA systems with national energy planning tools will allow Uzbekistan to move toward predictive and scenario-based management of the power sector. This will support evidence-based investment decisions, improve asset lifecycle management, and enhance the overall sustainability of the energy system. Ultimately, the consistent expansion of SCADA functionality will contribute to the formation of a smart, resilient, and economically efficient electric power sector that meets both national development goals and global decarbonization trends.
CONCLUSIONS
The analysis shows that the introduction of SCADA and EMS systems is a key factor in the digital transformation of Uzbekistan's electric power sector [4,8]. Despite notable progress in recent years, there remain systemic obstacles preventing full automation, including technological fragmentation, shortage of skilled personnel, and incomplete regulatory support [3,4,5].
Advantages of integrating SCADA systems include:
1. Increased reliability of power supply and reduced accident rates.
2. Improved efficiency of generation, transmission, and distribution processes.
3. Opportunities for predictive maintenance and reduction of operational costs.
4. Creation of an intelligent infrastructure supporting renewable energy integration.
5. Transition to transparent, data-driven energy management in line with global trends.
To achieve long-term sustainability, it is necessary to:
· intensify investments in digital infrastructure,
· modernize outdated equipment,
· introduce educational programs for SCADA specialists,
· develop unified national standards for automation and cybersecurity.
These measures will allow Uzbekistan to strengthen its energy independence, increase sectoral efficiency, and successfully transition to a modern digital energy ecosystem.
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