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Abstract. False tripping of circuit breakers caused by spoofed or erroneous Generic Object-Oriented Substation Event (GOOSE) messages presents a critical challenge to reliability and cybersecurity in IEC 61850-based digital substations. Current measures are mostly based on cyber-centric data without physical underlying. This study introduces a real-time detection framework that leverages Kirchhoff’s Laws to compute electrical residuals from Sampled Values (SV), enabling validation of the authenticity of GOOSE-initiated trip signals. The framework comprises four integrated modules: Substation Communication Topology, Residual Computation, GOOSE Message Monitoring and Parsing, and Time Synchronization with Causality Evaluation. By analyzing residuals both before and after a trip signal, the framework determines whether a physical disturbance occurred, which ensures that the trip message is causally justified. Residuals near zero before a trip, followed by a sudden increase without physical fault evidence, indicate a false trip condition. The proposed method is non-intrusive, adheres to existing standards, and operates exclusively on real-time data and network traffic analysis. This work demonstrates the feasibility of using current-based residual analysis for intelligent GOOSE validation, and contributes a novel, explainable method that embeds physical law-based validation into substation cyber-physical monitoring that is enhancing situational awareness and operational resilience.
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Introduction
The integration of IEC 61850 communication protocols has transformed the architecture of modern substations, enabling high-speed, peer-to-peer messaging for protection and control. Among these protocols, the Generic Object-Oriented Substation Event (GOOSE) plays a central role in disseminating time-critical trip and block commands to circuit breakers and other protective devices. However, GOOSE's multicast design and lack of encryption make it susceptible to cyber threats like spoofing, replay, and injection attacks. These vulnerabilities can cause false circuit breaker tripping, leading to equipment outages, protection miscoordination, and potential grid-wide failures[1], [2].
Recent research has pursued multiple directions to secure GOOSE messaging. AI-based approaches, including deep learning, time-series anomaly detection, and behavior modeling, have been explored for detecting deviations in GOOSE traffic[3], [4]. Cryptographic methods, such as message authentication codes (MACs), digital signatures, and secure time synchronization protocols, have also been proposed under the IEC 62351 suite[5], [6]. However, both paradigms face fundamental challenges when applied to the substation protection domain. AI methods, while effective, lack of explainability, rely heavily on data, and face computational delays, which is unacceptable for systems requiring sub-4ms responses[7]. Cryptographic solutions also add latency, which conflicts real-time needs of high-frequency GOOSE messaging[8]. This leaves a persistent conflict between security and performance requirements in substation systems.
Moreover, those approaches operate primarily at the cyber-layer and do not verify whether a GOOSE message is physically justified. A false GOOSE trip that is statistically anomalous or cryptographically valid might still result in unnecessary breaker operations if the underlying protection logic is not anchored in real-time power system conditions. This highlights a critical gap in current security strategies: the lack of physics-informed validation capable of integrating cyber and physical layers in a causally consistent manner.
This paper addresses the gap by introducing a cross-domain solution that validates the GOOSE trip against real-time electrical measurements from the power system. The core idea is to exploit Kirchhoff’s Current and Voltage Laws (KCL and KVL), fundamental principles of electric circuit behavior, to compute residuals that reflect the degree of physical consistency in the system. When a GOOSE message is received, the system extracts time-aligned Sampled Values (SV) and evaluates whether the observed electrical state justifies the protective action. This residual-based validation framework enables a physics-informed method for distinguishing between legitimate and false trips.
Our specific goals are: (i) to detect false GOOSE trip signals by verifying their consistency with real-time SV measurements, (ii) to formalize a residual calculation process using KCL and KVL, and (iii) to incorporate time alignment and causality reasoning into the decision logic, thereby ensuring that validation respects the chronological order of fault events and protection responses.
The novelty of our work is a unified, real-time framework that resolves the IEC 61850 security-latency trade-off by using Kirchhoff residuals (rather than cryptography or AI) to validate GOOSE trip commands. It combines topological modeling, real-time SV data, and causal inference to achieve explainable, zero-latency detection. To our knowledge, this is the first known application of such physics-based validation for GOOSE. Focusing on GOOSE, key contributions include:
· A Kirchhoff-based residual framework for real-time validation of GOOSE trip signals in IEC 61850 substations.
· A causality evaluation method that compares pre-trip and post-trip residuals to assess whether the GOOSE trip was triggered by a real electrical fault.
· A model of Cyber-Physical Coherence Checking in Protection Systems and Application of Kirchhoff’s Current Law (KCL) in GOOSE Validation. 
The rest of this paper is structured as follows. Section 2 reviews related work on GOOSE message security that highlights limitations of current cryptographic and AI-based approaches. Section 3 presents the methodology: system modeling, Kirchhoff-based residuals, and time alignment validation. Section 4 evaluates the framework's accuracy, latency, and robustness. Section 6 concludes and suggests future work.
literature review 
GOOSE messages prioritize low latency over cryptographic security, limiting traditional protections. While network-based methods exist, they ignore power system physics. Physics-based approaches have been applied elsewhere but not specifically for GOOSE. This section reviews related work and highlights this research gap.
The Nature and Challenges of GOOSE Trip Signals
Trip signals represent one of the most critical applications of GOOSE messaging. These are event-driven messages that demand extremely low latency, with a common benchmark for transmission often quoted as 4 ms. When a protective relay detects a fault, it multicasts a trip command, which must be received and acted upon by associated circuit breakers almost instantaneously. These messages carry datasets of status and value changes and instantly publishes updates whenever a dataset member changes[9]. 
To ensure transmission and update newly connected devices on system state, GOOSE messages incorporate specific parameters to support reliable delivery and help new devices recognize the current system state. The StNum (state number) increases when any value in the dataset changes, and marks a new state. The SqNum (sequence number) increases with each repeated message sent during the same state[1]. This sequential retransmission allows the receiver to confirm delivery without acknowledgments and protects against packet loss. 
Machine Learning and AI-Based Approaches
Machine Learning (ML) and Artificial Intelligence (AI) have emerged as promising avenues for developing Intrusion Detection Systems (IDSs) to identify GOOSE false trips. These systems are designed to monitor communication traffic and distinguish between normal events and cyberattacks by analyzing patterns within GOOSE messages.  Key features extracted from GOOSE packets for anomaly detection include stNum, sqNum, packet size, MAC addresses, timing data, type codes, APPIDs, dataset names, and goID identifiers[2], [4].
Various algorithms have been evaluated for real-time GOOSE anomaly detection. Decision Trees (DT) offer high accuracy with sub-millisecond detection times, aligning well with IEC 61850 requirements. Random Forest (RF) improves accuracy and reduces overfitting by aggregating multiple DTs. Support Vector Machines (SVM) effectively separate normal and malicious data in high-dimensional spaces. K-Nearest Neighbor (k-NN) classifies based on proximity to historical events and is viable for systems with fast message arrival. AdaBoost, combining weak classifiers, shows the best overall balance of accuracy, detection rate, and minimal false alarms [3], [10].
Recent advances in substation IDSs use Deep Neural Networks and Generative AI to outperform standard GOOSE replay protection. Systems like CyberGridToD combine anomaly detection with adaptive, dialogue-based decision-making. It reduces false positives by 20% and improves accuracy to 97.5% with a 0.95 MCC[4]. 
Despite these progress, such algorithms face processing delays incompatible with GOOSE’s timing requirements. Traditional ML and DNNs often fail to detect stealthy attacks with valid IEC 61850 semantics, such as malicious GOOSE packets with correct stNum and sqNum. Context-aware IDS are needed to infer malicious intent, but their computational complexity and integration challenges hinder real-time deployment.
IEC 62351 Standard and Cryptographic Schemes
IEC 62351 especially Part 6 was developed to secure IEC 61850 protocols, including GOOSE. It recommends asymmetric cryptography with RSA-based HMAC for authentication and digital signatures, along with replay protection via timestamp-based freshness checks and skew filtering [11]. However, a critical limitation arises from the inherent conflict between these security measures and GOOSE's stringent real-time requirements. Implementing high-end encryption or even robust authentication mechanisms introduces significant computational overhead[1]. This overhead frequently exceeds the maximum permissible end-to-end GOOSE latency of 3-4 ms. Such computational burden increases CPU load on IEDs and can impede critical testing scenarios[11]. 
The limitations of IEC 62351 in securing GOOSE stem not from its intent but from a fundamental conflict with GOOSE’s ultra-low latency requirements. Cryptographic measures, though specified, consistently fail to meet these strict timing constraints. This reflects a core engineering challenge: the practical inability to apply robust security without undermining fast tripping performance. As a result, many IEC 61850-compliant vendors omit encryption on IEDs. Even with HMAC and SHA-256, studies show GOOSE messages remain vulnerable[7].
Rule-Based and Hybrid Methods
Due to the limitations of methods above, rule-based and mixed approaches utilize the IEC 61850 SCD file to define device models, communication flows, and assets for automated IDS configuration and expected substation behavior. Network-level defenses and device hardening using Virtual Local Area Networks (VLANs), port blocking, and Software-Defined Networking (SDN), provide pragmatic security for message paths and devices when encryption impacts performance [12], [13].
Further, redundant paths and protocols like Parallel Redundancy Protocol (PRP) and High-availability Seamless Redundancy (HSR) provide alternative routes for critical signals that prevent communication loss during link failures[14]. This approaches help contain attacks and reduce their impact, even if GOOSE messages remain unencrypted, but they cannot prevent message manipulation by adversaries with access to the trusted network, which leaves critical operations vulnerable to insider threats and advanced persistent attacks[15], [16].
Research Gap
The literature review highlights a key challenge in GOOSE false trip detection: balancing the protocol’s 3-4 ms latency requirement with the computational overhead of robust security measures like digital signatures, encryption, or machine learning models. IEC 62351 recommends cryptographic authentication, but real-time constraints often make these impractical. Many implementations prioritize speed over security, which leaves GOOSE remains vulnerable. To address this gap, we propose a novel, physics-informed approach that bypasses traditional cryptographic dependencies by validating GOOSE trip commands through residual analysis based on Kirchhoff laws. This method provides real-time, explainable verification of control actions against measured electrical conditions, and it complies IEC 61850 requirements.
Kirchhoff Laws as a Network State Framework
Given the limitations of traditional detection methods, we propose a novel approach that uses Kirchhoff's Laws to identify logical inconsistencies within IEC 61850-based substations. Originally applied to electrical circuits, these conservation principles are extended here to model information flow and state transitions, which offer a rigorous framework for analyzing substation behavior. 
The core idea is to models GOOSE message flows and state changes as logical currents and voltages in a substation network. Kirchhoff’s principles detect deviations from expected behavior due to faults or cyber intrusions. KCL abstracts information flow conservation at Logical Nodes (e.g., IEDs) for state changes like trip signals or breaker status. KVL ensures zero voltage sum in logical protection loops (e.g., interlocking, busbar protection). Non-zero sums indicate KVL violations [17], [18]. This method goes beyond packet inspection, which enables rigorous analysis of system-wide logical consistency.
Methodology
Effective Kirchhoff-based GOOSE trip detection requires a detailed model of the substation’s communication and operational states. This is achieved by abstracting physical and logical components into a graph, which apply the application of Kirchhoff’s Laws to information flow and state transitions.
System Model
To simplify this study, we consider a simple 4-bus ring digital substation equipped with MUs, IEDs, and time-synchronized SV streams that has been described in Collaborative Defense (CODEF) project [18]. The following algebraic equations represent KCL and KVL at steady state: I1+I41-I12=0, I2+I12-I23=0, I3+I23-I34=0, I4+I34-I41=0, and I12-V1/Z12+V2/Z12=0. Protective IEDs share measurements via GOOSE, enabling Kirchhoff-based anomaly detection. The CODEF project showed that a linear parity-check matrix formulation of KCL/KVL equations allows rapid detection and localization of bad data, with false current injections producing a nonzero residual (syndrome S=A·[ΔI,0]T), which validates trip signals algebraically.
At the instant of a GOOSE trip event, SV data are extracted from a sliding window aligned to the event timestamp. Using KCL/KVL, the expected node currents and branch voltages are calculated. The difference between measured and expected values forms the residual vector “r” is calculated as r = A.(Imeas - Iexpected), where Iexpected is inferred from the postulated network state assuming no fault. These principles make Kirchhoff-law checking a robust reference on trip commands, since physical consistency is required regardless of message content.
Integration with IEC 61850 GOOSE
According to IEC 61850 part 7-2 and 8-1, GOOSE enables fast, event-driven communication for protection tripping, interlocking, status updates, and alarms. It operates using a publisher-subscriber model over Layer 2 multicast (Ethertype 0x88B8), relying on rapid retransmission with exponential state changes. When integrated with Kirchhoff-based residual analysis, GOOSE messages can be validated against physical laws (KCL/KVL) to detect anomalies and ensure that trip actions are causally linked to real electrical conditions.
The integration relies on a deep understanding of both the structure and semantics of IEC 61850 GOOSE messages. GOOSE Protocol Data Units (PDUs) contain specific fields critical to this process. Key elements include the “t” (the time of state changes), and the “q” (the quality or trustworthiness of the data). These are essential for aligning GOOSE events with SVs when applying Kirchhoff’s Laws for causality validation.
GOOSE messages follow a hierarchical IEC 61850 structure of Logical Nodes (LNs), Data Objects (DOs), and Data Attributes (DAs). Key LNs like PTOC, PTRC, XCBR, MMXU, and GGIO provide semantic context (e.g., PTRC.Tr.general for trip commands, XCBR.Pos.stVal for breaker position). These fields enable correlation of GOOSE trips with breaker operations and measured quantities for Kirchhoff residual computation. Table 1 summarizes critical GOOSE components for identification, validation, and time alignment.





TABLE 1. GOOSE Components and Their Relevance to Kirchhoff Integration
	Component
	Data Type
	Role in Trip
	Kirchhoff Relevance

	Op.stVal
	Data Attribute
	Binary trip command (e.g., PTOC, PTRC)
	Triggers residual analysis time window

	stNum
	State Number
	Tracks protection state changes
	Identifies new trip events for analysis

	t 
	Timestamp
	Records trip event time
	Segments pre/post-trip SV data

	XCBR.Pos.stVal
	Breaker Status
	Confirms breaker open/close
	Validates trip impact on circuit

	goID/gocbRef
	Identifier
	Identifies sending IED
	Maps signals to topology

	confRev
	Config Version
	Dataset version
	Ensures alignment with current IED setup


Time Alignment and Causality Validation
Time alignment, enabled by IEEE 1588 PTP, achieves sub-microsecond synchronization across IEDs, merging units, and switches, to ensure accurate correlation of SVs, GOOSE messages [19], and residuals for causality checks. This precision is critical for 1-4 ms protection decisions. Devices must support IEEE 1588 with consistent timestamping (e.g., SVs every 250 µs at 4 kHz, GOOSE timestamped on arrival/origin) [20]. Precise temporal correlation is essential for applying Kirchhoff’s laws, as even a 100 µs mismatch between SVs and GOOSE timestamps can distort residuals due to transients.
Causality validation ensures that GOOSE-triggered actions, such as circuit breaker trips, are due to genuine physical events rather than spoofed or malicious messages. This is done by evaluating Kirchhoff-based residuals both before and after the GOOSE event. Pre-trip residuals are computed using KCL and KVL: |Iin-Iout|≤ε; and |∑Vloop|≤ε. If the residuals remain near zero (within the sensor noise threshold ε), this implies no physical anomaly exists prior to the trip. 
Conversely, post-trip residuals are recalculated after the GOOSE message is acted upon. A sudden residual spike without SV abnormalities (e.g., no overcurrent or differential current) suggests no physical fault, indicating possible GOOSE spoofing or a compromised/misconfigured IED. To confirm causality, the system inspects a bounded time window around the GOOSE event: pre-trip [Ttrip-T1, Ttrip] and post-trip [Ttrip,Ttrip +T2], typically 1-2 SV cycles (~1 ms). The tolerance ε is derived empirically by analyzing noise levels in historical SV data during known steady-state conditions, accounting for sensor precision and measurement variability. Table 2 summarizes key conditions to establish causality in GOOSE trip events based on residual evaluation.
TABLE 2. Residual Behavior Analysis for Trip Events
	Condition
	Time Window
	Expected Behavior
	Implication
	Possible Issue if Violated

	Pre-Trip Residuals
	[Ttrip​-T1​,Ttrip​]
	Iin - Iout​ ≤ ε,
∑Vloop ​≤ ε
	System is stable; no fault detected.
	High residuals  Undetected fault or sensor error.

	Trip Triggered (GOOSE)
	Ttrip​
	GOOSE message received; breaker operates.
	Valid only if pre-trip residuals show an anomaly.
	Triggered with low residuals  Suspicious/false trigger (e.g., spoofing or IED malfunction).

	Post-Trip Residuals
	[Ttrip​,Ttrip​+T2​]
	Residuals:
- Remain low (no disturbance)
- Spike (real fault)
	A spike should match SV data (e.g., overcurrent)
	Spike without SV anomaly  Likely GOOSE spoofing or IED misbehavior



Implementation
The goal of the framework is to enable real-time detection of false GOOSE trip signals in IEC 61850-based digital substations by correlating protection events with actual electrical conditions. Figure 1 presents the orchestration of each module constructing this framework.
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FIGURE 1. Kirchhoff-Based Residual Framework for GOOSE False Trips Detection
evaluation and analysis
This section evaluates the proposed Kirchhoff-based Residual Framework by focusing on its ability to detect false GOOSE trips accurately and efficiently. The assessment covers three key aspects: (1) the behavior and interpretability of computed residuals, (2) the effectiveness of causality validation between GOOSE messages and electrical conditions, and (3) the framework’s compliance with real-time performance requirements.
Residual Behavior and Interpretation
The framework primarily enforces KCL residuals to ensure theoretical correctness. To illustrate, in a radial feeder where Iin=I1+I2, the residual is r(t)=|Iin-(I1+I2)|. If Iin=500A, I1=300A, and I2=200A, then r(t)=0 confirms consistency. During a fault, if I2 spikes to 800 A and Iin rises to 1100A, the r(t)=0 validates the GOOSE trip. However, a false trip triggered by a spoofed GOOSE without current change still yields r(t)=0, it exposes a causality violation. If the SV stream is tampered with (e.g., I2=270A), the residual becomes r(t)=|500-(300+270)|=70A, it violates KCL and indicates compromised data.
Analytical Performance Estimation
To assess IEC 61850’s 4 ms latency requirement, the framework processes GOOSE trip events in five sequential stages: (1) parsing GOOSE messages for fields like stNum and trip status, (2) acquiring a ±10 ms SV sample window (96 samples), (3) computing residuals using Kirchhoff’s Laws for 3-phase currents, (4) evaluating causality by comparing pre- and post-trip residuals, and (5) logging or triggering alerts per Table 3.
TABLE 3. System Assumptions and Computational Parameters
	Parameter
	Value / Estimate
	Notes

	SV sample rate
	4800 samples/second
	Typical for protection relays

	SV window size
	±10 ms (96 samples @ 20 ms)
	48 samples before & after the trip

	Current channels
	3 (IA, IB, IC)
	3-phase measurement

	CPU clock
	1 GHz
	e.g., ARM Cortex-A53

	Instructions per cycle
	~1
	Scalar execution assumed

	Operation cost
	~1-3 cycles per integer operation
	Typical compiled embedded code


Based on these nature, the execution time can be estimated ~1.47 ms: 0.1 ms for GOOSE parsing, 0.4 ms for SV acquisition, 0.768 ms for residual computation, and 0.1 ms each for causality evaluation and logging, which meets the 4 ms IEC 61850 constraint. Parallel execution could reduce latency below 1 ms.
Causality Analysis
The causality evaluation assesses whether a GOOSE trip signal, issued by a protection IED, results from a physical fault, identified through nonzero Kirchhoff residuals in SVs. By examining residuals in 10 ms time windows before and after the trip, it confirms if a valid fault triggered the event. The methodology employs a time-window approach: a pre-trip residual of r(t)≈0 indicates no fault existed, while a post-trip residual of r(t)>>ε confirms a fault occurrence. A true positive trip is identified when both conditions are met, which validates fault-driven causality. Conversely, a low post-trip residual signs a false positive, indicating no fault, while a pre-trip residual spike suggests a delayed system response.
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FIGURE 2. Timeline of Causality Evaluation
Figure 2 illustrates residual behavior over a ±10 ms window around the GOOSE trip timeline that visually clarifies decision logic. Scenario A presents stable pre-trip residuals spike post-trip, indicating a valid trip. Scenario B shows no residual change, implies an unjustified trip. Scenario C displays elevated pre-trip residuals persisting post-trip, implying a delayed trip. This temporal visualization enhances the framework’s ability to distinguish valid, erroneous, or delayed protection actions. This structured analysis ensures accurate validation of GOOSE trip causality within the framework.
Conclusion
This paper introduces a real-time, physics-informed framework for detecting GOOSE false trips via Kirchhoff residual analysis. It computes residuals from SVs and correlates them with GOOSE trip messages to verify causality. The framework comprises four modules: Substation Communication Topology, Residual Computation, GOOSE Monitoring and Parsing, and Time Synchronization and Causality Evaluation. This standards-compliant, theoretically robust approach enhances digital substation security without requiring significant hardware changes or invasive installations.
The core contribution includes causality evaluation between physical faults and GOOSE messages by comparing pre- and post-trip residuals. Absent pre-trip residuals with sudden post-trip spikes lacking physical basis indicate a false trip. This non-intrusive, logic-based method boosts reliability, minimizes unnecessary breaker operations, and enhances operator awareness. Future work includes hardware-in-the-loop testing, performance benchmarking, and field validation to verify real-world efficacy.
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