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Abstract. Storage media has a very crucial role in storing important data, one type of storage is Solid State Drive (SSD), SSD is widely used because of its speed and efficiency. Because of this, SSD becomes a storage media that can be used to store evidence of fraud. Therefore, a digital forensics process is needed to acquire data from SSD. This is a challenge in itself because the storage mechanism is different from traditional media. This study analyzes the performance of three forensic tools, namely FTK Imager, Autopsy, and ProDiscover, in the data acquisition process on SSD. The evaluation was carried out by comparing the time required for each tool to acquire various types of files with the same size and format. This study uses the National Institute of Standards and Technology (NIST) standard method, which consists of the Collection, Examination, Analysis, and Reporting stages. The results of the study showed that of the 16 types of files tested, Autopsy had the fastest acquisition time, which was 6 minutes 44 seconds, while FTK Imager and ProDiscover took longer. These findings provide insight for forensic practitioners in choosing the most efficient tools for the data acquisition process on SSDs, as well as highlighting the importance of optimizing forensic methods in digital investigations.
Introduction
The rapid advancement of the digital world has led to an increase in cybercrime, making it one of the major threats to data and information security. Cybercrimes include data theft, malware distribution, and hacking[1]. To mitigate these threats, digital forensics plays a crucial role in legal investigations. The primary objective of forensic analysis is to identify all relevant events, assess their impact on the system, and gather necessary evidence to prevent future incidents by detecting malicious techniques. Digital forensics applies scientific methods and computer technology to investigate digital crimes through computer networks, aiding in reconstructing criminal events and preventing unauthorized activities that could compromise system operations[2][3].
Research conducted by digital forensics [4] performed a qualitative review of various studies related to digital forensics and identified major challenges, particularly in the acquisition and pre-processing of evidence due to counter-analysis methods and difficulties in collecting data from devices and cloud storage. In addition to technical issues, procedural challenges were also highlighted, including readiness, reporting, presentation, and ethical concerns, particularly regarding privacy[5][6].
Research by [7] highlighted that while SSDs offer significant advantages over HDDs in terms of size, speed, and ease of use, they also present challenges for digital forensics. Forensic tools that were previously effective for HDDs have become less efficient in analyzing SSD. This research evaluated the effectiveness of forensic tools in analyzing data from both HDDs and SSD by comparing the results obtained from each storage type [8][9].
Research by [10] compared the impact of enabling and disabling the TRIM function on NVMe SSDs to assess the effectiveness of forensic and data recovery tools in retrieving digital evidence. The findings indicate that when the TRIM function is disabled, digital evidence remains intact, as demonstrated by identical hash values between the original and recovered files. Conversely, when TRIM is enabled, files become corrupted and irrecoverable, compromising the integrity of digital evidence[11][12].
Research by [13], forensic evidence was retrieved from an SSD configured with Deep Freeze. The results revealed that features such as TRIM, garbage collection, and wear leveling on SSDs can automatically delete data, making digital forensic recovery more challenging. Of the four tools tested, only Autopsy and Photorec successfully recovered deleted files[14][15].
Research by [16] successfully developed a Detection and Investigation Model (DIM) for identifying and investigating attacks on hard disk drives (HDDs) using the FTK Imager forensic tool. This model consists of three main phases: detection, data collection, and analysis. Evaluation through real-world scenarios demonstrated that DIM effectively detects and investigates HDD attacks. Therefore, organizations can adopt this model to enhance security and forensic investigations related to HDD threats [12][17].
Research by [18] assessed the efficiency and effectiveness of ProDiscover in investigating workplace cybercrimes, using a case research of an employee suspected of downloading unauthorized content. ProDiscover successfully recovered deleted image files from diskettes, demonstrating its capability to support forensic investigations and strengthen information security[19][20].
Reseach by [21] This research highlights the challenges in the forensic acquisition process on SSDs using the NIST  method. The study identifies gaps in the guidelines currently used by organizations, including the Cyber Security Framework (CSF)[22], which need to be updated to address evolving cybersecurity threats. The results of this study emphasize the importance of updating forensic guidelines to better align with modern storage technologies, thereby increasing the effectiveness of forensic investigations and incident response[23].
Based on previous research, This research aims to evaluate the performance of forensic tools FTK Imager, Autopsy, and ProDiscover in the data acquisition process on Solid State Drive (SSD). The method used in this research is the National Institute of Standards and Technology (NIST), this research will ensure that forensic investigations are carried out in a structured and standardized manner. This research will compare the number of files successfully acquired and the time required by each tool in performing various types of files. The results of this research are expected to provide insight into the efficiency and reliability of each tool in digital forensic analysis on SSD storage media.
RESEARCH METHOD
In this research, the National Institute of Standards and Technology (NIST) methodology was applied. Implementing a method that adheres to standard procedures for acquiring digital evidence in the form of forensic data significantly impacts the success of an investigation [24]. The NIST methodology consists of a series of structured procedures, including the stages of identification, acquisition, analysis, and reporting of digital evidence [25]. With a focus on maintaining data integrity through techniques such as hashing and strict documentation. The NIST stages are as shown in Figure 1: 
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Figure 1. Process Flow in the NIST Method


Collection

The first phase of this process involves identifying, tabulating, and acquiring data from relevant sources while adhering to guidelines and procedures that ensure data security. Forensic tools such as FTK Imager, Autopsy, and ProDiscover are then prepared to assist in the collection and analysis of digital evidence from the suspect’s device.
Examination

The second phase, examination, involves processing large volumes of forensic data using tools such as FTK Imager, Autopsy, and ProDiscover while maintaining data integrity. The roles of these forensic tools in this phase are as follows:
· FTK Imager is used to perform in-depth analysis of the collected data. FTK Imager allows researchers to process data quickly and efficiently, and extract deleted information.
· Autopsy acts as a forensic analysis platform that allows researchers to explore collected data and extract relevant information using a variety of built-in plugins and tools. Autopsy also supports a variety of file systems and data formats.
· ProDiscover is another tool used in this phase to extract digital evidence from various devices. This tool is very useful for in-depth analysis of system files and metadata, and to ensure that no important data is missed.

Analysis

At this stage, researchers analyze the evidence acquired using forensic tools. The roles of digital forensic tools in this phase are as follows:
· FTK Imager: Provides a variety of analysis tools that allow researchers to quickly identify and retrieve digital evidence. FTK Imager has the ability to analyze a variety of data types, including images, and deleted files, and can create indexes that make it easier to find specific information.
· Autopsy: Facilitates forensic analysis with an easy-to-use interface and a variety of powerful analysis features. Autopsy allows investigators to extract and interpret information such as user activity.
· ProDiscover: Used to perform in-depth analysis of file structures and metadata, providing insight into how and when data was created, modified, or accessed. This tool can also be used to identify anomalies or patterns that may indicate illegal or suspicious activity.

Reporting

The final phase involves documenting and reporting the findings of the forensic investigation. This includes detailing the procedures followed, the tools utilized, and the results obtained, ensuring that all forensic evidence is presented clearly and comprehensively.
RESULTS AND DISCUSSION
In this research process there are the following scenarios:
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Figure 2. scenario research
Figure 2 illustrates the process of collecting evidence stored in the suspect's SSD and acquiring it using the specified forensic tools. The SSD used in this scenario is an M.2 NVMe 2242 SSD. In this process, the researcher inputs various file types before performing data acquisition using the selected forensic tools.



Collection

The collection phase involves systematically gathering data to be used as digital evidence from the SSD. To ensure data authenticity, all evidence is hashed. Table 1 presents the results of the file hashing process.

Table 1. Hashing of evidence files
	No
	File name and type
	Hash files

	1
	archive.zip
	a6903046ec2479db908804c870c4c00b

	2
	HOUSE PRICES IN SOUTH JAVA.xlsx
	607096e1d5db1d549bfc358c82bfdecd

	3
	How to Cover Up a Murder in 24 Hours.mp4
	69ad4b7293a62c47e1530490539541fd

	4
	How To Hide Stuff from The Police (r_AskReddit).mp4
	7d8b5593ba583db157b36b8f9427c5e3

	5
	images (1).jfif
	3cdf89c2ba7aa3780e6b3440eb1ac40f

	6
	images (2).jfif
	29cfbbe91efedf267b01e1e8bf7642a5

	7
	images (3).jfif
	2423c7c87edae2050316124d6d4d86d5

	8
	images (4).jfif
	192118c73606df4f3fbc5c5d0d4969b5

	9
	images.jfif
	6dc0d7c3485e393d8d92af2d48d9383f

	10
	home journal.docx
	a7ccf64f1acc430031cc98872d98881d

	11
	making an Axe from a disk.mp4
	38ae26be312ad7203edacf31bcd85136

	12
	repair.rar
	1e00b0ca3f276d95a67e48d371849f9d

	13
	Screenshot (60).png
	72f326471a2c83af56dda4abf3b68fb4

	14
	setup_mobileditphonemanager_10.8.0.29556_win32.exe
	d4068b0e0bf624951811bc312308e3c2

	15
	videoplayback.mp3
	c950ffd4b228ae59351f8f9dbd271130

	16
	videoplayback2.mp4
	ec4088338878a449bd813d9316fc7e3e




Examination
At this stage, forensic analysis is conducted using three predetermined tools, with test results obtained from each tool as follows:
· FTK Imager : The following image shows the results of data acquisition using the FTK Imager forensic tool.

[image: A screenshot of a computer
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Figure 3. FTK Imager acquisition results

Figure 3 presents the results obtained from the FTK Imager forensic tool. The tool successfully extracted evidence, including images, videos, applications, zip files, and other data types.

· Autopsy : Figure 4 illustrates the acquisition results using Autopsy, where the tool successfully recovered various types of digital evidence, including images, videos, applications, zip files, and other files.

[image: A screenshot of a computer]
Figure 4 results of autopsy tools acquisition

Figure 4. This is the result of acquisition using autopsy tools, the tools successfully obtained evidence such as images, videos, applications, zip files and others.
· ProDiscover : The following is an image of the results of data acquisition using the ProDiscover forensic tool.
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Figure 5 results of Discovery tools acquisition

Figure 5 illustrates the results of data acquisition using ProDiscover, where the tool successfully extracted digital evidence, including images, videos, applications, zip files, and other file type.

Analysis

Based on the results of forensic tool testing conducted on SSD, the following are the findings in the form of table 2.

Table 2. Hashing Results of Digital Evidence Files
	Acquisition Results
	FTK Imager
	Autopsy
	Prodiskcover

	archive.zip
	1
	1
	1

	HOUSE PRICES IN SOUTH JAVA.xlsx
	1
	1
	1

	How to Cover Up a Murder in 24 Hours.mp4
	1
	1
	1

	How To Hide Stuff from The Police (r_AskReddit).mp4
	1
	1
	

	images (1).jfif
	1
	1
	1

	images (2).jfif
	1
	1
	1

	images (3).jfif
	1
	1
	1

	images (4).jfif
	1
	1
	1

	images.jfif
	1
	1
	1

	home journal.docx
	1
	1
	1

	making an Axe from a disk.mp4
	1
	1
	1

	repair.rar
	1
	1
	

	Screenshot (60).png
	
	1
	

	setup_mobileditphonemanager_10.8.0.29556_win32.exe
	1
	1
	1

	videoplayback.mp3
	1
	1
	1

	videoplayback2.mp4
	1
	1
	1




Reporting

FTK Imager successfully acquired 15 files from the SSD, requiring 16 minutes and 15 seconds for the data acquisition process. Autopsy successfully identified all 16 files, completing the acquisition in 6 minutes and 44 seconds. ProDiscover successfully recovered 13 files, with a total processing time of 7 minutes and 23 seconds.
CONCLUSION
The implementation of NIST methodology in SSD forensics involves analysis using forensic tools and thorough documentation to ensure the validity of evidence. Based on the analysis of 16 acquired files using FTK Imager, ProDiscover, and Autopsy, each tool demonstrated distinct strengths and limitations. FTK Imager allows direct data review without requiring a copy but has a longer processing time of 10 minutes 25 seconds and struggles to recover deleted files. ProDiscover, while user-friendly, required 9 minutes 12 seconds to complete the acquisition and could only detect 13 files due to its limitations in data analysis. Autopsy proved to be the most efficient, completing the acquisition in 6 minutes 44 seconds, successfully identifying all 16 files, recovering deleted files, and generating comprehensive reports. Given its superior performance in forensic analysis, Autopsy is recommended for SSD investigations. To enhance forensic accuracy, continuous updates to forensic tools, integration of advanced technologies, and adherence to NIST guidelines remain essential
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